
GDPR 

The GDPR has seven principles for the lawful processing of personal data.  
Processing is the collection, organisation, structuring, storage, alteration, 
consultation, use, communication, restriction, erasure or destruction of 
personal data.  

The seven principles are : 
1. Lawfulness, fairness and transparency 
2. Purpose limitation 
3. Data minimisation 
4. Accuracy 
5. Storage limitation 
6. Integrity and confidentiality 
7. Accountability 

Data controllers are responsible for complying with the principles and letter of 
the regulation and are accountable for processing and must demonstrate 
compliance.  

Personal data must be: 

(a) Processed lawfully, fairly and in a transparent manner in relation to 
individuals. (1. Lawfully, fairly & transparently) 

(b) Collected only for specified, explicit and legitimate purposes. It must not be 
processed in away that is incompatible with those purposes. Information 
cannot be processed in ways that are incompatible with the initial purposes. (2. 
Purpose limitation). 

(c)  Data must be adequate, relevant and limited to what is necessary for the 
purposes for which they are processed. (3. Data minimisation). 

(d) All data must be accurate and kept up to date. Reasonable steps must be 
taken to ensure that any inaccurate personal data is erased or rectified without 
delay. (4. Accuracy). 

(e) Information kept in a form that allows identification of data subjects for no 
longer than is necessary. Personal data may be stored for longer periods if that 
personal data is to be processed solely for archiving purposes in the public 
interest or for  scientific or historical research purposes or for statistical 
purposes. This is subject to implementation of the appropriate technical and 
organisational measures required by the GDPR in order to safeguard the rights 
of individuals. (Storage limitation’) 

(f) Data must be processed in a manner that ensures appropriate security of 
the personal information. It must be protected against unauthorised or 
unlawful processing and against accidental loss. Appropriate technical and 



organisational measures must be taken at all times. (Integrity and 
confidentiality). 
  
Rights & GDPR 

Data subjects have the following rights with respect to their personal data: 

Data subjects have the right to object to how you process their 
personal information.  They also have the right to access, correct, 
sometimes delete and restrict the personal information you use.   
In addition, they have a right to complain to you and to the 
Information Commissioner’s Office (ICO). 

• The right to be informed – clients have the right to know how their data 
will be used by you. 

• The right to access their personal data – clients can ask you to share 
with them the data you have about them.  

• The right to rectification – clients can update their data if it’s inaccurate or 
if something is missing.  

• The right to erasure – clients have the right to request that you delete any 
personal data you have about them. 

• The right to restrict processing – clients have the right to restrict the 
further use of their data if they are unhappy with thee way it is processed 
until the issue is resolved. 

• The right to data portability – this means that if they ask you to export 
their personal data then you will do so in a way that can be read digitally 
such as a pdf. 

• The right to object – they can object to the ways their data is being used. 

• Rights in relation to automated decision making and profiling – this 
protects the data subject in cases where decisions are being made about 
them based entirely on automated processes rather than by human input. 

Source. The Information Commissioner Office Web Site. More information is 
available at ico.org.uk 
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